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DATE: 02-09-2009 

CLASSIFIED BY 60322 UC/LP/PJ/I 


REASON: 1.4 (0) 

DECLASSIFY ON; 02-09-2034 


ALL INFORHATIOK CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



DCS-5000 

System Security Plan 
(SSP) 

5 October 2006 

Version - DCS-5000 SSP Rev 2.2 



935 Pennsylvania Avenue, NIV 


Room 9483 


Washington, DC 20530 



Prepared By: 
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From: | | (ITD) (FBI) 

Sent: Monday. November 08, 2004 2:21 PM 

To: I I flTDI (CON) 

Subject: RE: Nov 17 EOSO Orientation 


— Or iginal Message — 

From! l I frroi (CON) 

Se nt! Monday, Novembe r 08, 2004 1:22 PM 
To :l KIT P) (FBl)i 

Cc J I (ITD) (FBI)J 

Subject: Nov 17 EOSO Orientation 


0) (FBI) 
J(rTD) (CON) 


UNCLASSIFIED 

NON-RECORD 


(confirmed schedule below) 


~ ref: orientation presentation pending 

Will you be able to present for the upcoming orientation. If not. can you advise of a recommended 
replacement. 

Your involvement in the past has been an important factor to the overall success of the orientation and I 
hope that your schedule will allow you to participate again. The technology manager portion of the 
program is scheduled for Wednesday. 17 November from 1:45-2:45 and 3:00 to 4:00 (a short break 
scheduled between sessions). Please let me know if you (or a designated alternate) would be available. 


1:45-2:15 DCS3000 
2:15-2:45 I 
2:45 - 3:00 Break 
3:00 - 3:30 DCS5000 
3:30 - 4:00 DCS6000 


I (pending) 
](pending) 


Thanks in advance for your time. I look fonvard to your feedback regarding participation. Pie 
with any questions you may have. 


Electronic Surveillance Operations Support Office (EOSO) 
Electronic Sun/eillance Technology Section (ESTS) 
Investigativ^echnology Division (ITD) 

I |(Desk) 

^(Fax) 


10/5/2006 


ALL IlfFOPIIATION COJJTAIHED 
HEFEIff IS OTICLASSIFIED 

DATE 01-29-2009 BY 60322/UC/LRP/PLJ/sdtt 



M^sage 


Page 2 of 2 


UNCLASSIFIED 


UNCLASSIFIED 


10/5/2006 



► Message 


Page 1 of 2 



Subject: RE: EOSO Orientation 

UNCLASSIFIED 

NON.RECORD 

Dear | | 

-b2 

b7E 




h2 
lb 6 
fc7C 


fo7E 


Our next new employee orientation Is quickly approaching. Your invoivement in the past has been an 
important factor to the overall success of the orientation and ! hope that your schedule will allow you to 
participate again. The technology manager portion of the program is scheduled on Wednesday, 25 August 
from 1 :45-2:45 and 3:00 to 4:00 (a short break scheduled between sessions). Please let me know if you 
(or a designated alternate) would be available as noted below. Thanks in advance. 

1:45-2:15 nnsannn I I 

2:15 2:45 I I I I 

2:45 - 3:00 Break 
3:00 - 3:30 DCS5000 
3.30 - 4:00 DCS6000 




discuss. Thanks again! 


has done this for us previously. Please contact me at your convenience to 



UNCLASSIFIED 


ALL IITFOPMTION COmiWED 

HEBEDT IS UNCLASSIFIED 

DAH: 01-29-2009 BY 60322/UC/LRP/PLJ/sdti 


10/5/2006 


Message 


Page 2 of 2 


UNCLASSIFIED 


10/5/2006 


.Message 


Page 1 of 1 


l(OTD) (FBI) 

From: I 

](ITD)(FBI) 

Sent: Thursday, August 05, 2004 10:40 AM 

to: I I 

[ITD) (FBI) 

Subject: RE; Pen Register, 

I I 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYI - Boss - 1 will be on AL August 25, 26 and 27th. □ 


-O riginal Message- 


FromL 


](rTD) (FBI) 


Se nt; Thursday. August 05 , 2004 10:16 AM 
Tn-I ' (FBI), 

Ccil , | (SecD) (COtit 


lOTD) (FBI)C 



Jfetecommunications Intercept end Collection 

Technology Unit (TICT U) at ERF. This unit is resbonsi bie for provid ing electr onic surveillance equipment 
iThiseguiPmentranaes from the! 

the DCS-3 QQQ I I the DCS-5000 l l and the DCS-6000 F 


I f am contacting you to schedule a meeting of all parties listed in t he cc: land anv 
necessary) to me y here at ERF and work towards w itten guidance with the | 


what classificatiorl 


jnd 


TICTU is currently receiving increased communications from the field offices as to the direction to follow. I 
am providing two possible dates to meet: Thursday, August 26, at 10:00 a.m. or Friday, September 3rd at 
10:00 a.m. Please advise of the date you n refp.r. and if add itional information is needed before we meet. I 
can be contacted via e-mail or by telephone ! | I await your response. 

I 1 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


ALL INFORHIlTIOK COHTAIHED 

HEPEIU IS mJCLASSiriED 

DATE 01-29-2009 BY 60322/UC/LRP/PLJ/3db 


10/5/2006 


MessageFrom I l (ER~) (CON) 

■ Sent; Monday, May 10, 2004 12:01 PM 

To . l ' I'Ep (FBI) | |(ER)(FBnl ~ 

I IfERI (FBl) j I (ER) (FBI) j | (ER) (CON) 

Subject; RE; Applying Secret Stickers to RedWoif Equipt at Installs 

UNCLASSIFIED 

NON-RECORD 


Although ERF/DCSPlRaytheon can be delegated responsibility for ensuring stickers are applied, this task 
should really be done by the site. l I 

< 1 Having other than site personnel responsiblefoiT^^^^ 

I I I t'san 

easyteskto^ptystickemotheoutHdeofthe^boias^ 


F VI - During the|___^_Jnstallation, I noticed that 
- for shipp ing - didn't have any markings. They intended to 

1 1 told them th at the FBI's policy, as I know it today. 

I This policy needs to be given to all DCSPs. 


O riginal Message 

From J 1 (ER) (FBI) 

Se nt: Monday, May 10, 200 4 8:39 AM 
To J tER) (FBI) i I 

fFBI); l l (ER) (CON) I 

Subject; Applying Secret Stickers to RedWolf Equipt at Installs 


UNCLASSIFIED 

NON-RECORD 


Whle visitingl fast week, I noticed that there weren't any "SECRE T" sticker s applied to aiiy of 

the RedWolf equipt. That would include the ! bcS-5000| | 

Also, there is aneed to install alarge UPS fortheDCS-300(l 


ALl IlfTOimTIOH COIITAIMD 

HEREIJt IS OTCUSSiriED 

DATE 01-29-2009 BY 60322/UC/LRP/PlJ/sdl) 


DCS-5000 

Contingency Plan 


SECRE' 


rORN 


Version 1.00 


Appendix Q: DCS-5000 Contingency Plan 


F EDERAL Bureau of Investigation 

Operations Technology Division 

Telecommunication Intercept and Collection Technology Unit (TICTU) 



ALL INFORMTIOKF CONTAIIIED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHDUN OTHERWISE 


DCS-5000 Contingency Plan 


05 June 2006 
Version 1.1b 


Federal Bureau of Invesiigafion 
935 Pennsylvania Avenue, NW 
Room 9364 

Washington, DC 20530 



DCS-5000 

Risk Management Matrix (RMM) 


Version 1.00 


Conlingency Plan 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 05/13/2005 


Attn: Ms . I 

Roornl 


Criminal Investigative Attn: Mr. I j 

Room I 1 - 

From: Operational Technology 

Electroni c Surveillance Technology Secti on/TICTUij [ERF 

Contact: | 1 

Approved By: Haynes Kerry E 

Thomas Marcus C 


Drafted By: 



Title: DCS-3000 

S^no£si£j_^A££rove_^he_^urcha5e of 

I | to support the DCS-3000 program. 

Enclosure Cs) : ^ I H n the amount of . $22 , 7S1 . 00 and' 

quotes from CDWG and GMRI, Mission Critical Needs Statement. 

Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) .is the primary development, deployment, 
and support unit for. swit.ch-based telecommunications intercepts. . 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. To perform the operations involving Title' 
III, Title 50 court ordered surveillance, .and the DCS-5000 
program, TICTU must be able to provide, support in a timely 


Attached is requisition j 
0 for the procurement -of 


ViKt 2 4 2005 

s.J.^ 





Operational Technology 
05/13/2005 


AT WASHINGTON. DC 

The Information Technology Contracts Unit is regueste4 
to issue a purchase order for the attached equipment., Funding in 
the amount of $ 22,781.00 is available from Subobject 
Classification I I 

Set Lead 2: (Info) 

CRIMINAL INVESTIGATIVE 


For information only. 

Mr. Havnes . 1 l ERF 

Mr. Thomas, ) tER F 

Mr. Clifford. I l ERF 

IeRF' 

lERF (Enc) 


5 F (Enc) 
ERF 
(Enc) 


3 






The Right Technology. 
Right Away. 


SALES QUOTATION 



BUY WITH CONFIDENCE. CDW IS A FORTUNE 500 COMPANY. 


CDW Government, Inc. 

230 North Milwaukee Ave . 
li'emon Hills, IL 60061 

Phone: 847-371-5000 Fax: 847-419-6200 


Please remit payment to: 
CDW Government, Inc. 
75 Remittance Drive 
Suite 1515 

Chicago, IL 60675-1515 







Government Micro Resources, Inc. (GMRI) 

7403 Gateway Court, Manassas, VA 20109-7313 

Small Minority Owned Business 

Phone: 800-232-4671 Fax 703-330-1722 




Page 1 of ■ 






Mission Critical Needs Statement 

The Telecommunications -Intercept and Collection Technology 
Unit (TICTU) is responsible for the development, deployment, .and 
support of access and collection technologies to perform 
lawfully authorized electronic surveillance of 
telecommunications services. The. TICTU is engaged in a number 
of rapidly developing and changing telecommunications activities 
and projects that require program planning, requirements 
development, development, deployment, support of collection 
systems, and industry liaison and coordination support. In 
order to accomplish its mission, the TICTU requires the 
continued support and augmentation of its current capabilities. 

The re quested equipment is required to | ^ 

f or national security investigations. This equipment 

will be used to egress Communications Assistance for Law 

Enforcement Act (CALEA) I I 

The equipment will be integrated with the FBI ' s enterprise 
collections system (DSC-3000) to support collections. 

Please process the attached requisition on an "urgent and 
compelling need" basis so that the necessary critical ' 

engineering services may continue without interruption. 


Approval 




OTD Assist! 




FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 05/13/2005 


Criminal Investigative Attn: Mr . I 


From: Operational Technology 

Electroni c Surveillance Technology Sectio n/TICTU/ | | SRF 
Contact: 

Approved By: Haynes Kerry E ‘ii- 

Thomas Marcus 
Clifford Michael 


Titles DCS-3000 


I to support the DCS- 3 000 


Enclosure (s) s FD-369. I l in the amount of $87,200.88 and 

quote from CDWG, IT Acquisition Form, Mission Critical Needs 
Statement . 

Details; The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. To perform the operations involving Title 
III, Title 50 court ordered surveillance, and the DCS-3000 
program, TICTU must be able to provide support, in a timely 
manner. 


Attached is requisition! 
587.200.88 for the procurement of I 


n ' I in the amount o f 

f I I and I I 

The systems will be modified to ; 


UPLOADED 
MAY 1 8 2005 
S.B.J 





To: Finance From: Operational Technology 

Re: I I 05/13/2005 


Set Lead 1; (Action) 


AT WASHINGTON. DC 

The Information Technology Contracts Unit is requested 
to issue a purchase order for the attached equipment. Funding in 
the amount of $ 87,200.88 is available from Subobie ct 
Classifications I I 


Set Lead 2: (Info) 


CRIMINAL INVESTIGATIVE 


For information only. 


Mr. Haynes, 
Mr. Thomas, 


~}erf (Enc) 
Ter f (Enc) 
!~Ierf 

|E^ (Enc) 











FEDERAL BUREAU OF INVESTIGATION 
REQUISITION FOR SUPPLIES AND/OR EQUIPMENT _ S 




Ordering Office/Cost Code Approved By 


FY 2005 






To: Tnvestiaative Technoloov From: Investiaative Technoloav 

Re: I ~| 04/26/2004 


assistance necessary for the CEAU to I I The 

technical point of contact for the TTCTU is Electronics Engineer 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Tor 

Finance 

Attn: 

1 T?m 1 

~l fEncl 



fEnc) 

Rml 

l(Ei|c) 


Information Resources I I R iti 

Criminal Investigative | | 

From: Investigative Technology 

Electroni c Surveillance Technolocrv Section/TICT 

Contae t s I 


Thomas Marcus 
Clifford Michael Jr 


Approved By: 


Drafted By : | :ehjaL/ 

Case ID #: 

Title: DCS-3000 

Synopsis: The Finance Division is requested to initiate contract 

action to solicit vendors under the GSA FTS-2001 contract to 
satisfy requirements as set forth in the attached Statement of 
Work. 


Enclosure (s) s I I 

Statement of Work, FD-910, FD-3691 | in the amount of 

$560,000. 

Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technology to 
perform lawfully authorized electronic surveillance (ELSUR) of 
telecommunications services . 

The DCS-3000 and DCS-50OO systems I ~ 


I I me enclosed statement of wo rk: descr ibes the 

requirements for such a network, referred to as| | 


Uf^OADBD I 

■JUN 2 4 2U03 I 

I 


ALL UfTOBHATIOH COMTAIHED 

HEFZIH IS DHCLASSIFIED 

DATE 01-29-2009 BY 60322/UC/LRP/PlJ/sdl3 








To: F-in^^nrp ProTni Investigative Technology 

Re: I I 06/04/2003 


The TICTU conducted a market survey to de termine what 
services were available that would satisfy the need J~ I 

After several months of res earch. TICTU de termined that such 
services are available from r I which are named on the 

GSA FTS-2001 contract. Although ! T is also listed on the GSA 

FTS-2001 contract, they have been excluded from this list due to 
their offering not meetino the security specifications required 
in the Statement_of_J£ 2 rkj_JL__^____J both offer suitable 
infrastructures I I 


The estimated cost of this network is $560,000 
annually, to be paid out of TICTU' s budget. Funding is available 
from Budget Item l~~l Subobiect Classification 552580. 


ance From; Investigative Technology 
I 06/04/2003 


Set Lead 1: (Action) 


AT WASHINGTON. DC 


The Finance Division is requested to ta)ce 
behalf of TICTU, to enter into a procurement for a[ 


Fund ing in the amount nf S660 OOfl ik ava-i Table f-rnni Rndael- Tt-em 
___| Subob j ect Classification 552580. 

Set Lead 2: (Info) 

INFORMATION RESOURCES 

AT WASHINGTON. DC 

For information only. 


CRIMINAL INVESTIGATIVE 


For information only. 


Mr. Clifford, 


ERF (Enc) 
ERF (Enc) 
ERF (Enc) 
:RF (Enc) 
ERF (Enc) 


ACQUISITION PLAN 
>$1 00, 000<S5, 000,000 

FEDERAL BUREAU OF INVESTIGATION 


’’Unit/Section/Division; TICTU/ESTS/ ITD 


2. Description of Requiranent: | 


iCost: $ 560, 000 


5. Distribution of DoUars: FY- $ 560,000 
FY-I FY-$ 


4 . Tmn of Contract: Ind6fi.nit0 


6. Subobject Class/Bndget ItQ 
Product or SCTvice Ciide: L 


7. Research, (state how p^formed & attach) 


Contacted vendor representatives 


Commercial Iten: S Yes D No 

If no to one or more above, explain; 


Competitive: ^ Yes Cl No 


Sources Considered; □ FBI Personnel 
, □ 100% Small Bus. 

D Hubzone 
□ A-76 


O Otiaer GovMnment P«sonnd 
D 8a Set aside 
□ Women-owned 


9. If Information Technology: DiRM Review CAlSARiroval 

. 10. Type of Procurement: D Brand Name Only ' D Commercial Item 

C3 Brand Name or Equal Q Compatibility 

11. Contract Type: DbOA Q IDIQ Contract 

D Cost-ReimburscmMit Q (IFB) 

D Firm-Fixed Price O Incentive 


D Required Sources (FAR Part 8) 
□ Disadvantaged (FAR. Part 8) 

1^ Other Federal Contracts 


□ Functional Specifications 

(Xl Performance-Based Service Contract 

O Reimbursable Agreement 

□ rfp 

□ rfq 


i] Firm-Fixed Price w/Economic Adj. D Letter Contract (DOJ Approval) D Time and Material 


12. Lease vs Purchase (if lease, analysis attached): Yes 

14. Inherently Government Function (justified): DYes SNo 


13. Environmentally deferable Itan: Q Yes IzINo 


15. Lead Time Required: 


To be filled in by Contracting Office 


L^al Review (Ifaj^licableytdate) 


Conliacdng Officer or CCO/(<Jale) 


FEDERAL BUREAU OF INVESTIGATION 


ORIODIAL 










To: All Field Qftice s From; Investigative Technology 

Re: I I 03/04/2003 


LEAD(s) : 

Set Lead 1: 

ALL RECEIVIUG OFFICES 


All Technical Supervisors/Technical Adviso 


FEDERAL BUREAU OF INVESTIGATION 




Details: The Telecommunications Intercept and Collection 

Technolo^ Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques!, To perform the operations involving Title 
III and Title 50 court order surveillance and the DCS-3000 
program, TICTU must be able to provide support in a timely 
manner . 




,, bCSScci 


Laboratory 

06/27/2002 


The above-mentioned equipment is non- IT as defined in 
the 05/07/2001 EC entitled "INFORMATION RESOURCES MANAGEMENT; 
INFORMATION TECHNOLOGY DEFINITIONS FO R PROCUREMENT MATTERS." It 
has been previously determined that aF I 


I I If these 

Title 111 and Title 50 cases will go 
I This request for purchase, therefore, is an urgent 
ana compelling buy. 

A market survey was conducted under the GSA schedule. 
The findings are, GovConnection is the only company that can 
fully comply wi th TICTU's recruirements due to the technical 
specifications I 


Funding in the amount of $27, 324 is available from 
Budget Item JM, TICTU Spend Code I t 



To: 

■Re: 


From- Laboratory 
I, 06/27/2002 


Set Lead 1: (Adm) 


AT~ WASHINGTON, DC 

T he Finance Diviaion i s r ecruested to approve the 
purchase of I I and I I to 

be used in support of DCS-3000. Funding in the amount of $27,324 
is available from Budget Item JM. 

Set Lead 2 : (Adm) 

CRIMINAL INVESTIGATIVE 


For information only. 


ERF 

IeRF (Enc) 
tER F (Enc) 
~^ ERF 
JERF (Enc) 



FD-369 (Rev. 2-23-89) 


FEDERAL BUREAU OF XSVEStlGAJlOS 


REQUISmON FOS. SUPPLIES AHD/Ce^ EQUIPHEHT 




ORDERING OETICe/COST CODE APPROVED i 



CONTRACT SPECIALIST: 
Date Received; 

PraS APPROVAL; 
PURCHASE ORDER # 


$27,324,00 “ 






INFORMATION RESOURCES MANAGEMENT 
RESOURCES REQUEST FORM 


Keque&tor lnronn.-ition 



Division Approval (Signature/Title): 


iGoordinating Offices and ApprtvdsXoffir 



An ird Infnrnntion ((ifTiir use only) 





































FOR OFFICIAL USE ONLY 


TO : SSA I I 

Information Resource Manager 


SUBJECT: INFORMATION TECHNOLOGY (IT) MATTER 

NON- IT WAIVER REQUEST 


Date: 06/27/2002 


The attached requisition number I I is from the 

Laboratory Division. Cyber Technology Section, 
Telecommunications Intercept an^^ollg£^^oi^_Technology Unit 
(TICTU) . Electronics Engineer I I is responsible 

for implementati on of CALEA (Communications Assistance for La w 
Enforcement Act) I I 



The true func tionality of this eq uipment is as a 
I Therefore a Non-IT waiver is being requested. 


FOR OFFICIAL USE ONLY 


€onnectm"rs 

IT fw Soverameai aad Eiluca^fln PLEASE REFER TO the above 

^ QUOTE mJMBER WHEN ORDERING 

7503 Standlsh Place 

Rockville, MD 20855 Date: June 25, 2002 

Valid through: Ju ly 25, 2002 

Account #: 


Account Executive: 
Phone: 











s: 06/2S/02 


[ 


b2 

b6 

b7F, 


ORDERING INFORMATION: 

GovConnection lnc7'^SA SCHEDULE #1 I 


EXPIRATION: MARCH 31, 2007 
TERMS: NET 30 
FOB POINT: DEST 

MAXIMUM ORDER LIMITATION: NONE 
DELIVERY TI ME: 1-30 DA YS ARO 
CAGE CODE: I I 

FEDERAL EMPL OYEES IDENTIFICAT ION NUMBEr J | 

DUN S NUMBER:! I 

CEC: | 1 ^ 


Ordering Address: 
GovConnection, Inc. 
7503 Standish Place 
Rockville, MD 208 SS 


Remittance Address: 
GovConnection, Inc. 
Box 81018 

Woburn, MA 01813-1018 


EFT/ACH Bank Information; 
Bank; MejlojT^^anl^ 

ABAff: I 

Account# 


FOR THE PURPOSE OF THIS CONTRACT, GovConnection Inc. IS A 
SMALL BUSINESS CONCERN 


Sales: I 

Fax: 301-340-7402 



. QUOTATION 



CbI your Account Manador or am the attached sheet for crderbg infoi 
. j . , This quot^ te subject to change atany. time. . 


Page 1 of 1 







•: D6/24/02 


LlQ3ti3261Se 


.-002 




njl# m* The Right Techmiiogy. 

rWr'tfX mtAway.''^ 


SALES QUOTATION 


www.COm.com 

800-808-4239 



BUY WITH CONFIDENCE. CDW IS A FORTUNE 500 COMPANY. 


Please remit payment to: 
75 Remittance Drive 
Suite 1515 

Chicago. IL 60675-1515 













. (Rev. OB-2B-2000) 


FEDERAL BUREAU OF INVESTIGATION 


Date: 04/18/2002 


Finance 

Criminal Investigative 


Attn: Ms. I 

Mr. 


From: Laboratory . 

Cyber Tec hnology Section/TICTuJ 
Contact: i 



Synopsis: The Engineering Contracts Unit (ECU) is requested tc 

issue a delivery o rder for the purchase of various I 
I I products to support the I y DCS-lOOD 

Programs . 


Enclosure (s) : FD-369, 


in the amount of $58,850. 


Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. To support ongoing operations in volving 
Title III. Ti tie 50 court ordered surveillance, and the| | 

I [TICTU must be able to provide support in a' Llllieiy ' 


Attached is remii .sition I I dated 04/18/2002, ii 

the amount of $58,850 for’ the procurement of J5I products as 


! UPLOADED | 


rrle: 6Ki 







To: Finance From: Laboratory 

Re: I I 04/18/2002 


The ECU is requested to iss ue a delivery order for the 
purchase of the above' mentionet ^ p roducts to support the 
i i/ DCS-3QOO Programs. Funding in the amou nt of $ 56.850 

is available from Budget Item JM, TICTU Spend Code 



Laboratory 

04/18/2002 


Set Lead 1; (Adm) 


AT WASHINGTON. DC 

The ECU i s recm ested to issue a deliv ery order fo r the 

purnhase nf ■V_ariQ us_| I- .nr.oduo1is_i:o ...suPD Or.t. -th el r_ 

DCS -3606 Programs. Funding in thie am nnnt of $58,850 is available 
from Budget Item JM, TICTU Spend Code | 1 

Set Lead 2: (Adm) 

CRIMINAL INVESTIGATIVE 


For information only. 


JERF 

1-ERF (Enc) 
JERF 
JERF 
pRF (Enc) 
J-ERF (Enc) 
ERF (Enc) 


h2 

b^E 



FEDEE&L BURE&O OF INVESTIG&TION 
JlSmcW FOR SDFPLIES AND/CHL EQUUMOwll 


(Rev, 01-31.2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 08/16/2006 

To: Operational Technology 

From: Operational Technology 

Electron ic Surveillance Technology Section/TIC TU/ | [ ERF 
Contact: | | 


Approved By : ^ 
Drafted By : ^ 


rbic 


T (Pending) 


Case ID #: (U) | 

Title: (U) [ | 

^Synopsis: (U) To report details o£ travel to the I 

I in Ottawa, Canada on 07/25-26/2006. 

: G-3 

^JCMPtfIass5Ty««,^n : XI 


(U) X 

Details: (U) On 07/25-2 6/2006 the 


Agen t (SSA)r 


in Ottawa, Canada was attended by Supervisory Special 


(EE_1 


3 Electronics Engineer 
• EE |_ \ and 


, I of the Telecommuni cations Intercept and 

Collection Technology Unit (TICTU) ; SSa I _ i„ 

of the Data Intercept Technology Unit; and EE | _| 

and EE I | of the ELSUR Technology Management 

Unit. * 



The 1 

1 is a workino arouo 


coraDosed of tecHfilcal exiserts -from -t-hel 


J 

1 


5 1 1 ana Buibcu 


o.t Investigation (b‘Bi). 1 








ALL IWFORHATIOH CONTAIIffiD 
HEREIN IS UNCLASSIFIED EXCEPT 
TOHEPE SHOTiJN OTHERUISE 


ltec_072006 

DATE: 02-03-2009 

CLASSIFIED BY 60322/UC/LRPyPlJ/sdb 
REASON: 1.4 (b, g) 

DECLASSIFY OM: 02-03-2034 












FEDERAL BUREAU OF INVESTIGATION 




Enclosure (s) : FD-369, #£003245 in the amount of $61,200; IT 

Acquisition Form; and Quotes from (1) CDWG, (2) Lyme Computer 
Systems, Incorporated and (3) World Wide_^echnol^ 2 y , 
Incorporated. COTS number assigned is | | 


Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. TICTU is responsible for providing 
technical expertise and equipment to implement all Communications 
Assistance for Law Enforcement Act (CALEA) -based intercepts. To 
perform the operations involving Title III and Title 50 court 
ordered surveillance, the TICTU must be able to provide support 
in a timely manner.- 


AU IIJFOPIIATIOK COIJTAIIEI) 

hebed; is roicLAssiriED 

DATE 02-0-3-Z009 BY 60322/UC/lRP/PlJ/sdb 




To: Finance From; Operational Technology 

Re: I I 05/11/2006 



2 


b2 

b7E 



To: Finance From: Operational Technology 

Re: I I , 05/11/2006 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 


Finance is requested to issue a purchase order in the 
amount of $61,200 for the above-mention ed equip ment. Funding is 
available from Subobject Classification I I Budget Item JM. 


CC: I l-ER F (Enc) 

1 tE RF (Enc) 

^ ERF (Enc) 
l -ERF (Enc) 


♦♦ 


3 



(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Operational Technology 


Date: 05/2/2006 


Security 

Information Assurance/Accredltatlon/I 

Contact : I T 


Approved By : ^ 


Drafted By: 
Case ID #: I 


jmlm 

□ 


Title; IT SYSTEMS SECURITY RISK ANALYSES 
INFORMATION ASSURANCE SECTION (IAS) 

ACCREDITATION UNIT (AU) 

DIGITAL COLLECTION SYSTEM 3000 (DCS-3000) 

ACCREDITATION DECISION: 

SECURITY CHARACTERISTIC AND TIER LEVEL 
DESIGNATION FOR DCS-3000 

Synopsis: Designate the DCS-3000 Tier Level, Mode of Operation, 

determine the Confidentiality, Integrity, Availability Levels, 
Boundary description, and name the key Certification and 
Accreditation Team Members. 


Administrative : 

05/1/2006. 


DCS-3000 Accreditation Boundary Diagram, dated 


Details: As a result of correspondence and meetings with the 

Accreditation Representative, Information System Security 
Manager, Information System Security Officer, Certification 
Representative, the DCS-3000 Program Manager and System 
Administrator, the following security characteristics and Tier 
Level have been determined and agreed upon. 


The Leveis_oL_ Concern (LoC) arFsl If c 

Confidentiality, I I for Integrity, and l i for 

Availability. DCS-3000 ’ is a Sensitive but Unclassifie d (SBU) 
system operating in the I i The DCS- 

3000 has been assessed as a I I in accordance with the 

FBI Certification and Accreditation Handbook. 



i y From: Security 

05/2/2006 


The DCS-3000 application suite was developed to assist 
Law Enforcement Agencies (LEA) with collecting and processing 

data for court-ordered Electronic Surveillance (ELSUR1 

operations. The DCS-SPOQ l I 

Telecommunications Service Provider (TSP) and stores it at the 


The DCS-3000 application suite consists of l_ 


components of the DCS suite used to support a particular 
requirement_de£end_ja£on_^he_t^£e_of_surveidAance_^o_be_conduc^ed, 
the l~ ~l 

I and availability of equipment at the field office. 

The Certification and Accreditation Team Members are: 


System Owner: | I 

Information System Security Officer: 
System Administrator: 

Information System Security Manager: 
Certification Representative: 
Accreditation Representative: 




To: Operational Technolog y From: Security 

Re: I I 05/2/2006 


be 


b7C 


LEAD(s) : 

Set Lead 1: (Info) 

OPERATIONAL TECHNOLOGY 



Notify the ISSM if there are any changes to DCS-3000 
that could impact its designation of the Tier Level, Levels of 
Concern, Mode of Operation, and accreditation boundary. 

Set Lead 2: (Info) 

SECURITY 

AT WASHINGTON. DC 
For information only. 



♦♦ 


3 




{Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 11/17/2005 


To: Finance Attn: 


Criminal Investigative Attn : I I | ] 

(Enc) 

From: Operational Technology 

Electroni c Surveillance Technology Sectio n/TICTU/ | ^ -ERF 
Contact: | | 

Approved By: 


Drafted By: 

Case ID #: [ 

Title; DCS-5000 

Synopsis: Purchase of Cisco T ~l and associated 

components to support DCS-5000. 

Enclosure (s) : FD-369, Requisition Number f I in the amount 

of $285,650.20; Quotes from GTS, CDWG, and IBM; Acquisition Form 
and Acquisition Planning Form. 

Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 

The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. TICTU is responsible for providing 1^2 

technical expertise and equipment to implement all Communications 
Assistance for Law Enforcement Act (CALEA-based intercepts. To 
perform the operations involving Title III and Title 50 court 
ordered surveillance, the TICTU must be able to provide support 
in a timely manner. 

Attached is Requisition Number ! 7 dated 11/17/2005 

in the amount of $285,650.20 for the procurement of Cisco 



AIL IIFOPIIATIOI COimiHED 

HEKEIff IS mjCLASSIFItD 

DATE 02-03-2009 BY 60322/UC/LRP/PLJ/3dti 




;; t 


nanrp Vrr\mz Operational Technology 
I 11/17/2005 


DCS-5000 and DCS-6000 systen^ 
components are needed to| 


] and associated component s to 
' The Cisco I 


Funding in the amount of $285,650.20 is available from 
Subobject Classification! ^ Budget Item JM. 






h2 

h'o 


b7£ 


LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 

Finance is requested to issue a purchase order in the 
amount of $285,650.20 for the above-mentio ned equip ment. Funding 
is available from Subobject Classification | | Budget 

Item JM . 

Set Lead 2: (Info) 


CRIMINAL INVESTIGATIVE 





(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 10/25/2005 


I E RF, (End 
JFMU, r 


Counterintelligence 


Criminal Investigative Attn: | | Rm | | 

From: Operational Technology . 

Electroni c Surveillance Technology Sectlon/T ICTU/I [eRF 

Contact: t I 

Approved By: Haynes Kerry E 

Thomas Marcus C 



Title: DCS-300Q 

Synopsis: The Engineering Cont:ract | unit (ECO) l_s. reaue stin 

exercise the first option year withi | to 

provide labor and services to continue to support the 
specification, development, verification, operation, and 
maintenance of electronic surveillance systems for emerging 
wireless and wireline telecommunications technologies. 


Enclosure (s) 


lin the amount of $1,900,000. 


Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technologies to 
perform lawfully authorized electronic surveillance of 
telecommunications services. The TICTU is engaged in a number of 
rapidly developing and changing telecommunications activities and 
projects that require program planning, requirements development, 
development, deployment, support of collection systems, and 



b7E 


To: 

Re: 


* Operational Technology 
I 10/25/2005 


industry liaison and coordination support. In order to 
accomplish its mission, the TICTU requires the augmentation of 
its current capabilities with additional collection system 
software developm.ent, wireless communications technical 
expertise, and telecommunications industry expertise. 


The DCS-3000 system is a custom system developed. 



modified to comply with new Counterintelligence Division (CD) 
security requirements to meet certification and accreditation. 



I I is currently supporting many of the 

TICTU ’s activities and is the only company with the unique mix of 
qualifications required to adequat ely address the bread th and 
depth of the TICTU program needs. supported 

the deve lopment of.._the curren t DCS-JUUU collection system. Most 
recently I l has modified the DCS-3000 software 

suite to accommodate ^^^^^^ ^^^" 

I iCommunlc ations Assistance for Law En forcem ent 

Act' (CALkA) I ' I 

Collection (FISA) systems, i l aiso lias 

technical expertise in the field of off-air electronic 
surveillance of wireless communications systems. 


The TICTU requ ests the Finance Divi sion exercise the 
first option year of the | ^ \ contract to provide 

support to extend the current DCS-3000 system and to specify and 
develop additional capabilities for the system. 


2 











Operational Technology 
10 / 25/2005 


Seh Lead 1: (Action) 


AT WASHINGTON. DC 

The ECU is reque sted to exercise the first option year 
— I Funding is av ailable in the amount of 

J from Subobject Classificati on I I Budget Item JM; 

from Subobject Class! fication I I Item IC; 

I from Subobject Classification! Budget Item 


Set Lead 2: (Action) 


COUNTERINTELLIGENCE 


AT WASHINGTON. DC 


Annrnyp f.unding to exercise the first option year with 
I . Funding is avail able in the amount of 
from Subobject Classification! | Budget Item IC. 


Set Lead 3: (Action) 


CRIMINAL INVESTIGATIVE 


\T WASHINGTON. DC 


Approve fu nding to exercise the first option year with 
I Funding is availab le in th e amount of 
I f r om Subobiect Classification I B udget Item JM 

I from Subobject Classification ! Budget Item 


1, QT-ERF 
l-ERF fEnc> 
> -ERF 
l-ERF 

_3iERF (Enc) 

I eRE (Enc) 
tERF (Enc) 





b2 

To: Finance From: Operational Technology 

Re: I I 05/13/2005 


meet the programs specif ications . As the units are completed, 
the systems will be deployed to the field offices as needed. 


The re quested equipment is required to support | 

I I for nati onal security investigations. This 

equipment will be used to I 

from Commu ications Assistance for Law Enforcement Act ! I 

I I The equipment will be integrated with the FBI's 

enterprise collections system (DSC-3000) to support collections. 


Funding in the a 
Subobject Classifications! 


^8 is available from 
I Budget Item JM. 



To: Finance From: Operational Technology 

Re: I \ 05/13/2005 


Set Lead 1: (Action) 


AT WASHINGTON. DC 

The Information Technology Contracts Unit is requested 
to issue a purchase order for the attached equipment. Funding in 
the amount of $ 87,200.88 is availa ble from Subobject 
Classifications! f Budget Item JM. 


Set Lead 2 : (Info) 


CRIMINAL INVESTIGATIVE 


For information only. 

Mr. Haynes, I L ERF 
Mr, Thomas, I , t-ER F 
Mr. CliffordTl PRF 


l-ERF (Enc) 
"Ter F (Enc) 
r^ERF 
PE^ (Enc) 


3 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To : Finance 

Counterintelligence 


Criminal Investigative 


Date: 10/25/2004 


Attn: 

1 

r~ 

Annex. 

1 Newington- 

{ Enc ) 

1 Newington- 
(Enc) 


1 iRm 1 1 (Enc! 

Attn: 1 

1 1 



1 (Enc) 



. 1 


Rm 1 

KEncl 

Attn: 

1 

1 


b6 

b’ iii 


From: Investigative Technology 

Electron ic Surveillance Technology Section/TI CTU/I [ERF 
Contact: | | 

Approved By: I I 


Drafted By : I I bic 

Case ID #: I I 

Title; DCS-5000 

Synopsis: The Enaineerir TCL.C.Qntr.acts Unit.__f mn__ls requested to 

establish a new contract I I for one (1) 

base year with four (4) option years, to be funded yearly. The 
contract will provide labor and services to continue support of 
the specification, development, verification, operation, and 
maintenance of electronic surveillance systems for emerging 
wireless and wireline telecommunications technologies. 


Enclosure (s) : FD-369,, in the amount of $2,100,000 and 

Sole Source Justification. 

Details: The Telecommunications Intercept and Collection 

Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technologies to 
perform lawfully authorized electronic surveillance of 
telecommunication services. The TICTU is engaged in a number of 


ALL IHFOPJIATION COFTAIMED 

HEREIN IS raJCLASSIFIED 

DATE 02-03-2009 BY 6D322/UC/LRP/PLJ/sdb 



To: Finance From: Investigative Technology 

Re: U I 10/25/2004 


rapidly developing and changing telecommunications activities and 
projects that require program planning, requirements development, 
!b 2 deployment, support of collection systems, development, and 

b 4 industry liaison and coordination support. In order to 

accomplish its mission, the TICTU requires the augmentation of 
its current capabilities with additional collection systems 
software development, wireless communications technical 
expertise, and telecommunications industry expertise. 


The DCS-3000 is a custom system developed, deployed, 
and supported bv the TICTU. The DCS-3QQQ provides access and 
collection of | 


1 

een 
(CD) 
tion . 

The UCS-3UUU has recently t 

modified to comply with new Counterintelligence Division 
security requirements to meet certification and accredits 

les tnat 

1 New technoloo 

must be addressed includel 1 



I I is currently supporting many of 

TICTU 's activities and is the only company with the unique mix of 
qualifications required to adequate ly address the_bre_ad th and 

depth of the TICTU program needs. I I supported 

the devel opment of the curren t DCS-3000 collection system. Most 
recently I lhas modified the DCS-3000 software 

suite to accommoda te 

I IcflLEA data into I I 

I I collection systems. 


The TIC TU requests the Finan ce Division to establish a 
new contract with ^ year, with four 

(4) option years, to be funded yearly. The contract will provide 
support to extend the current DCS-3000 system and to specify and 
develop additional capabilities for the system. 

Funding in the amount of $2,100,000 is available for 
the contract specified. Funding is available as follows: 


2 










FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 04/19/2004 


Criminal Investigative 
Information Resources 


Investigative Technology 
Electronic Surveillanc 

Contact: I 


j/TICTU lERF 


Approved By: Haynes Kerry E 

Thomas Marcus C 
Clifford Michael Jr 



Synopsis : The Fine 

funding for the | 
FTS-2001 contracTT 


de continued 
{under the GSA 


Enclosure (s) : FD-369, 


in the amount of $250,000. 


Details; The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technology to 
perform lawfully authorized electronic surveillance (ELSUR) of 
telecommunications services. 


The DCS-3000 and DCS-5000 system: 



The TICTU request that $250,000 be allocated to 
from Budget Item JM. 


ALL IfTFORLIATIOI CCiJITAniED 

HEREIN IS IHJCLASSIFIED 

DATE 02-03-2009 BY 50322/UC/LRP/PLJ/siIti 





Investigative Technology 
04/19/2004 


Set Lead 1: (Action) 


AT WASHINGTON. DC 

The Finance Division is requested to issue a purchase 
order. Funding in the amount of $250,000 is available from 
Budget Item JM, 


Set Lead 2: (Info) 

CRIMINAL INVESTIGATIVE 


For information only. 

I -ERF (Enc) 

^ERF 
Ferf (Enc) 
lE RF (Enc) 
I -ERF (Enc) 
lERF (Enc) 



